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Linux Meets Intune Enforcement in Himmelblau
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Protocol prerequisites

. Step-by-step operation sequence

Discovery - enroll - details - policies -
status - compliancelnfo

. Packet-capture demo



What is Himmelblau(

1 pen-source Entra # + #tune interoperability for Linux

- Himmelblau is an open-source (GPL3+) identity and device management bridge bet een
Linux and Microsoft Entra #& /#tune&

- #enables Linux sign-in and identity resolution t' roug’ P(M/) **&
- #supports device registration/enroliment flo s and +PM-bac, ed device trust material&
- #integrates it #tune for Linux ¢' ec, -in-policy retrieval-and status/compliance reporting&

- #enforces real policy be avior on Linux. sc’ eduled scripts-built-in compliance ¢’ ec, s-and
custom compliance scripts&

- Goal. ma, e Linux endpoints first-class citi/ens in 0 onditional ( ccess and compliance-driven
environments&

M Copyright © SUSE 2022



Direction)OIDC Integration and Sovereign Cloud Readiness

( practical off-ramp from Entra # to open-self-" osted identity

- Extend Himmelblau aut’ entication beyond Entra # to standards-based 1 #0 providers
(for example-2eycloag, )&

- Preserve enterprise aut' expectations during migration. MF( —**1 -etc&

- 3educe cloud logc, -inris, by enabling sovereign/private cloud identity bac, ends it out
re-arc itecting Linux fleet access&

- End state. Linux endpoints remain managed and policy-a are ' ile identity control s ifts
to sovereign infrastructure&
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-efore the first
packet



Authori. ation matrix and token audiences

Every operation expects a different audience to, en.
- Grap' discovery. 44444443-4444-A4A4-CA4A-AALLALLALLAL
- Enroll [ $etails | Policies | *tatus. 44444440-4444-A444-CAAL-AAAAANNALL 44

- compliance#fo (8 *ervice). b7488b99-8e8: -; ve-abfa-: =db<w>c7749
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Enroliment



Step 1)service endpoint discovery

3ebuest. GE+?Grap’ @v<&/servicePrincipals/app#A4444444a-4444-A444-cA44-
444444444444 ]endpoints

Olient be' avior.

- Grap' .intuneBserviceBendpoints(grap' Bto, en)

- Parse provider) ame entries for LinuxEnrollment*ervice-Linux$ evice0' ec, in*ervice-
® *ervice

- Persist C3# in #tune*erviceEndpoints map used by #tuneForLinux
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Step 2)enroll

6 ire callin lib" immelblau.
P1 *+ 2LinuxEnrollment* ervice@enrollDapi-versionA&E client-versionA?appBvers@

3ebuest body.

- ( ppF ersion (a recent version string for t' e M* #tune for Linux app)
- $evice) ame

- Q ertificate*igning3ebuest (base8; P20*G4)

0 ode pat' .

- #htuneForLinux&nroll (&

- 0*3 $E3 encoded and posted

- certHlob and device# returned-tpm associated, ey
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Device Checkin
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Step 3)details

6 ire call.
P1 *+2Linux$eviceO' ec, in*ervice@detailsDapi-versionA<&E client-versionA?appBvers@

Payload fields (exact).
- $evice#

- $evice) ame

- Manufacturer

-1 *$istribution

-1 *Fersion

0 ode pat' .

- #htuneForLinux.details( &
- attrs from Enroll( ttrs.ne (&

& Copyright © SUSE 2022



Step 4)policies

6 ire call.
GE+?2Linux$evice0' ec, in*ervice@policies/?intuneBdeviceBid@api-versionA<&E client-

versionA?appBvers@

3esponse model in lib" immelblau.

- #AtunePolicy3esponse ? policies. F ecl #hitunePolicyJ @

- Eac’ Policy*etting includes rule#-setting$ efinition#em#&-cspPat’ -value

Himmelblau converts t' is into #tune*tatus defaults (initially ) on0 ompliant/Cn, no n
per rule)&
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Runtime orchestration in applyl intunel policy2...3

<) resolve endpoints from Grap'

>) ¢' oose app version via fetc' BintuneBportalBversions (&
3) details(&

;) policies(&

=) run 0 *Es over mutable #tune*tatus

8) status(&k
. ) sleep(3s)-t' en getBcomplianceBinfo(&k

O *E order.
*criptsO*E -J O ompliance0 *E -J 0 ustomO omplianceO *E
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Scripts Client Side Extension internals

+arget rules.

- linuxBcustomconfigBexecutioncontext

- linuxBcustomconfigBexecutionfrebuency
- linuxBcustomconfigBexecutionretries

- linuxBcustomconfigBscript

He' avior.

- $ecode base8; script and rite policyB?id@script& + rapper
- Map frebuency minutes to cron sc' edule (<=&4474)

- 6 rite /etc/cron&/policyB?id@c’ mod 8; ;

- 0ac’ e per-user applied policy #s for cleanup
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Compliance Client Side Extension internals

Evaluated domains.

- linuxBdistributionBK (allo eddistrosBitemBLtype Millo eddistrosBitemBminimumversion
Mallo  eddistrosBiterBmaximumversion)

- linuxBdeviceencryptionBreb5uired

- linuxBpass ordpolicyBK (minimumlengt’ Mminimumdigits Mminimumlo ercase M
minimumsymbols Mminimumuppercase)

$istribution policies only support Cbuntu and 3HEL&
Pass ord policies are irrelevant-given Himmelblau users aut’ via eit’ er Entra # creds or
Hello&6 e apply t' em to Hello aut' (closest e5uivalent mapping)&
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Custom Compliance Client Side Extension internals

+arget rule. linuxBcustomcomplianceBdiscoveryscript

Execution model.

- Hase8; decode script

- Execute directly if s' ebang-else via /bin/s’

- Exit code ignoredNstdout must be non-empty G1 ) map
- *yccess AJ setBstatus(&0 ompliance*tate.Cn, no n)

- Failure AJ setBstatus(&0 ompliance*tate.Error)
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Step 4)status

6 ire call.
Pl *+2Linux$ eviceO' ec, in*ervice@statusDapi-versionA&E client-versionA?appBvers@

*eriali/ation constraints.

- $evice#

- Policy*tatusesRQ

- Policy#-Last*tatus$ ate+time-$ etailsRQ

- 3ule#—*etting$ efinition#em#-ExpectedF alue-( ctualF alue-

) e O0ompliance*tate-1 Id0 ompliance*tate-optional Error0 ode/Error+ype
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Step 5)compliancelnfo

6 ire call.
GE+ 78 *ervice@$ evices(guidRdeviceBid@Dapi-versionAB&E sspALinux0 PE ssp-
versionA?appBvers@ osALINUXE mgmt-agentAmdm

Purpose.
- Fetc' service-side 0 ompliance*tate and ) oncompliant3ules

0 urrent Himmelblau be' avior.
- Logs compliance state and noncompliant rules

#t is call necessaryD
STB( Y )B/S
#d purpose is probably for reporting compliance state tot e user ( ' ic’ e donl do)&
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-ut 6 hy(

* Entra # determines aut' entication success/fail based on policy compliance&

* Grace period determined by admin&
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Trace-guided
6 alkthrough
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Demo of Intune packet capture
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Kno6 n Edge-Cases

- Limitations in t' e protocol.
-1 nly a single user can utili/e policy enforcement on a device
- 0annot enroll Linux using $ evice Enroliment Manager ($EM) accounts
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Thank
You

$avid Mulder W C*E

dmulderX samba&rg

git' ub&om/
"immelblau-idm/
" immelblau

intune-spec/intune-
specénd

Questions elcome

*ambaVP >4>8
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