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SMB Multichannel
Introduction: 

Windows Server 2012 includes a new feature called SMB Multichannel, part of the SMB 3.0 protocol, which increases the network 
performance and availability for File Servers

Benefits: 

SMB Multichannel allows file servers to use multiple network connections simultaneously and provides the following capabilities:
 Increased throughput:
 Network Fault Tolerance:
 Automatic Configuration:

Requirements:   SMB Multichannel (SMB 3.0 and above)
At least one of the configurations below:
 Multiple network adapters
 One or more network adapters that support RSS (Receive Side Scaling)
 One of more network adapters configured with NIC Teaming
 One or more network adapters that support RDMA (Remote Direct Memory Access)



With SMB Multichannel,  SMB will create multiple TCP/IP connections for 
a single session, avoiding a potential bottleneck on a single CPU core 
when lots IOs are required.

Source : https://learn.microsoft.com/de-de/archive/blogs/josebda/the-basics-of-smb-
multichannel-a-feature-of-windows-server-2012-and-smb-3-0



Multichannel in a cluster with virtual IP addresses :
Multiple channels (IP1, IP2, IP3) bound to same SMB3 session :
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Multichannel in a cluster with virtual IP addresses :
Multiple channels (IP1, IP2) bound to same SMB3 session – IP3 has moved to other node :
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Virtual Ips and multiple Interfaces – in reality
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In most installs - Protocol nodes use 
one set of network ports for SMB IO

 Usually 2 ports are combined using 
the Linux “bond” mechanism for HA 
(could be more then 2, can include 
link aggregation)

 Virtual IP addresses are started on 
a single logical interface

 Available bandwidth is usually not a 
concern

 Additional interfaces connect nodes 
in the Samba cluster and/or Storage 
backend



Multichannel in a cluster with virtual IP addresses :
Multiple channels (1, 2, 3) bound to same SMB3 session and IP :
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SMB Multichannel with multiple interfaces on client
(single interface and single IP on CES node)



Scale Protocol node typical Networks
0000:01:00.0 Infiniband controller: Mellanox Technologies MT28908 Family [ConnectX-6]
0000:01:00.1 Infiniband controller: Mellanox Technologies MT28908 Family [ConnectX-6]
0001:08:00.0 Ethernet controller: Broadcom Inc. and subsidiaries NetXtreme BCM5719 Gigabit Ethernet PCIe (rev 01)
0001:08:00.1 Ethernet controller: Broadcom Inc. and subsidiaries NetXtreme BCM5719 Gigabit Ethernet PCIe (rev 01)
0001:08:00.2 Ethernet controller: Broadcom Inc. and subsidiaries NetXtreme BCM5719 Gigabit Ethernet PCIe (rev 01)
0001:08:00.3 Ethernet controller: Broadcom Inc. and subsidiaries NetXtreme BCM5719 Gigabit Ethernet PCIe (rev 01)
0033:01:00.0 Ethernet controller: Mellanox Technologies MT28800 Family [ConnectX-5 Ex]
0033:01:00.1 Ethernet controller: Mellanox Technologies MT28800 Family [ConnectX-5 Ex]

01:00.0 Infiniband controller: Mellanox Technologies MT2910 Family [ConnectX-7]
01:00.1 Infiniband controller: Mellanox Technologies MT2910 Family [ConnectX-7]
25:00.0 Ethernet controller: Mellanox Technologies MT2910 Family [ConnectX-7]
25:00.1 Ethernet controller: Mellanox Technologies MT2910 Family [ConnectX-7]
61:00.0 Ethernet controller: Intel Corporation Ethernet Controller X550 (rev 01)
61:00.1 Ethernet controller: Intel Corporation Ethernet Controller X550 (rev 01)
81:00.0 Infiniband controller: Mellanox Technologies MT2910 Family [ConnectX-7]
81:00.1 Infiniband controller: Mellanox Technologies MT2910 Family [ConnectX-7]
Eth0,eth1 – 40G, ib0,1,2,3 – 200G, X550 1 G

02:00.0 Ethernet controller: Broadcom Inc. and subsidiaries NetXtreme BCM5719 Gigabit Ethernet PCIe (rev 01)
02:00.1 Ethernet controller: Broadcom Inc. and subsidiaries NetXtreme BCM5719 Gigabit Ethernet PCIe (rev 01)
02:00.2 Ethernet controller: Broadcom Inc. and subsidiaries NetXtreme BCM5719 Gigabit Ethernet PCIe (rev 01)
02:00.3 Ethernet controller: Broadcom Inc. and subsidiaries NetXtreme BCM5719 Gigabit Ethernet PCIe (rev 01)
5d:00.0 Ethernet controller: Broadcom Inc. and subsidiaries BCM57414 NetXtreme-E 10Gb/25Gb RDMA Ethernet Controller (rev 01)
5d:00.1 Ethernet controller: Broadcom Inc. and subsidiaries BCM57414 NetXtreme-E 10Gb/25Gb RDMA Ethernet Controller (rev 01)
b0:00.0 Ethernet controller: Broadcom Inc. and subsidiaries BCM57414 NetXtreme-E 10Gb/25Gb RDMA Ethernet Controller (rev 01)
b0:00.1 Ethernet controller: Broadcom Inc. and subsidiaries BCM57414 NetXtreme-E 10Gb/25Gb RDMA Ethernet Controller (rev 01)
2 bonds

08:00.0 Ethernet controller: Intel Corporation Ethernet Connection X722 for 1GbE (rev 09)
08:00.1 Ethernet controller: Intel Corporation Ethernet Connection X722 for 1GbE (rev 09)
86:00.0 Ethernet controller: Intel Corporation Ethernet Controller XXV710 for 25GbE SFP28 (rev 02)
86:00.1 Ethernet controller: Intel Corporation Ethernet Controller XXV710 for 25GbE SFP28 (rev 02)
2f:00.0 Infiniband controller: Mellanox Technologies MT27800 Family [ConnectX-5]
2f:00.1 Infiniband controller: Mellanox Technologies MT27800 Family [ConnectX-5]
1 bonds 50GB aggregated + infiniband 2x100G

2*100Gbit/s

2*40Gbit/s

2*25Gbit/s

2*25Gbit/s



Ethernet roadmap

Source : https://ethernetalliance.org/ea-roadmap-illustrations-2026/



Sample TCP capture 

• Using network packet:

 



SMB Multichannel with multiple interfaces on client
(single interface and single IP on CES node)



Windows client powershell shows the available interfaces and channels :
Server is “scale-1” with CES IP 10.0.100.101, 
Client has 10.0.100.201 on Interface Index 10 and 10.0.100.202 on Interface Index 24
showing output of : ”Get-SmbMultichannelConnection |Format-List”

Before transfer of 
large file → current 

channels 0,1

After  transfer of 
large file → current 

channels 4,4



On CES node - 
we can see the channels in netstat  / ss output

[root@scale-13 ~]# ss -an | grep 10.0.100.20 
tcp ESTAB 0 0 10.0.100.101:445 10.0.100.202:65090 
tcp ESTAB 0 0 10.0.100.101:445 10.0.100.202:65089 
tcp ESTAB 0 0 10.0.100.101:445 10.0.100.201:49253 
tcp ESTAB 0 0 10.0.100.101:445 10.0.100.201:65092 
tcp ESTAB 0 0 10.0.100.101:445 10.0.100.201:65091 
tcp ESTAB 0 0 10.0.100.101:445 10.0.100.202:65088 
tcp ESTAB 0 0 10.0.100.101:445 10.0.100.202:65087 
tcp ESTAB 0 0 10.0.100.101:445 10.0.100.201:65093 

4 connections from IP 10.0.100.201
and

4 connections from IP 10.0.100.202

# smbstatus -p

Samba version 4.22.4-gpfs-5
PID     Username     Group        Machine                                   Protocol Version  Encryption           Signing              
----------------------------------------------------------------------------------------------------------------------------------------
0:3102325 WIN2K25\winuser WIN2K25\domain users 10.0.100.201 (ipv4:10.0.100.201:49253)             SMB3_11           -                    partial(AES-128-GMAC)

Smbstatus shows one connection / PID with single client 
IP10.0.100.201 – not showing 10.0.100.202

24 h later – with nothing but one 
Windows Explorer showing the 

root of the mapped (“Y:”) network 
drive and no other workload – all 8 

channels are still active !



Some performance numbers



Some performance numbers



IBM Storage Scale Developer Edition
Learn, develop, and test with IBM Storage Scale for free for non-production use.  Create a single global 
namespace of high-performance or tiered data using new or current storage up to 12TB with no time limits.

https://www.ibm.com/account/reg/us-en/signup?formid=urx-41728
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