




● Audio: 

●

https://sambaxp.org/archive_data/SambaXP2017-AUDIO/Day3/Is%20Samba%204%20AD%20ready%20for%20Global%20Enterprise.mp3
https://sambaxp.org/archive_data/SambaXP2017-AUDIO/Day3/Is%20Samba%204%20AD%20ready%20for%20Global%20Enterprise.mp3
https://sambaxp.org/archive_data/SambaXP2017-AUDIO/Day3/Is%20Samba%204%20AD%20ready%20for%20Global%20Enterprise.mp3
https://sambaxp.org/archive_data/SambaXP2017-AUDIO/Day3/Is%20Samba%204%20AD%20ready%20for%20Global%20Enterprise.mp3
https://sambaxp.org/archive_data/SambaXP2017-SLIDES/Day3/Is%20Samba%204%20AD%20Ready%20for%20Global%20Enterprise%20-%20Kevin%20Kunkel.pdf
https://sambaxp.org/archive_data/SambaXP2017-SLIDES/Day3/Is%20Samba%204%20AD%20Ready%20for%20Global%20Enterprise%20-%20Kevin%20Kunkel.pdf
https://sambaxp.org/archive_data/SambaXP2017-SLIDES/Day3/Is%20Samba%204%20AD%20Ready%20for%20Global%20Enterprise%20-%20Kevin%20Kunkel.pdf
https://sambaxp.org/archive_data/SambaXP2017-SLIDES/Day3/Is%20Samba%204%20AD%20Ready%20for%20Global%20Enterprise%20-%20Kevin%20Kunkel.pdf
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OK:
DSA object GUID: ddcda871-524e-48c2-87eb-892234f9f159 - SITE1\DOMAIN-CONTROLLER - 
- ==== INBOUND NEIGHBORS ==== - 
SITE2-DC2 - CN=Schema,CN=Configuration,DC=SAMDOM,DC=EXAMPLE,DC=COM - Wed Jun 6 10:41:31 2018 EDT 
SITE4-DC1 - CN=Schema,CN=Configuration,DC=SAMDOM,DC=EXAMPLE,DC=COM - Wed Jun 6 10:41:31 2018 EDT 
SITE3-DC1 - CN=Schema,CN=Configuration,DC=SAMDOM,DC=EXAMPLE,DC=COM - Wed Jun 6 10:41:31 2018 EDT 
SITE5-DC1 - CN=Schema,CN=Configuration,DC=SAMDOM,DC=EXAMPLE,DC=COM - Wed Jun 6 10:41:31 2018 EDT 
SITE6-DC1 - CN=Schema,CN=Configuration,DC=SAMDOM,DC=EXAMPLE,DC=COM - Wed Jun 6 10:41:32 2018 EDT 
SITE2-DC2 - DC=ForestDnsZones,DC=SAMDOM,DC=EXAMPLE,DC=COM - Wed Jun 6 10:41:29 2018 EDT 
SITE4-DC1 - DC=ForestDnsZones,DC=SAMDOM,DC=EXAMPLE,DC=COM - Wed Jun 6 10:41:29 2018 EDT 
SITE3-DC1 - DC=ForestDnsZones,DC=SAMDOM,DC=EXAMPLE,DC=COM - Wed Jun 6 10:41:29 2018 EDT 
SITE5-DC1 - DC=ForestDnsZones,DC=SAMDOM,DC=EXAMPLE,DC=COM - Wed Jun 6 10:41:30 2018 EDT 
SITE6-DC1 - DC=ForestDnsZones,DC=SAMDOM,DC=EXAMPLE,DC=COM - Wed Jun 6 10:41:30 2018 EDT 



WARNING:
SITE-DC3 has 13 consecutive failure(s) syncing CN=Schema,CN=Configuration,DC=SAMDOM,DC=EXAMPLE,DC=COM since Sun Jun  3 11:07:40 2018 
CDT
SITE-DC3 has 13 consecutive failure(s) syncing DC=ForestDnsZones,DC=SAMDOM,DC=EXAMPLE,DC=COM since Sun Jun  3 11:07:36 2018 CDT
SITE-DC3 has 13 consecutive failure(s) syncing DC=SAMDOM,DC=EXAMPLE,DC=COM since Sun Jun  3 11:07:41 2018 CDT
SITE-DC3 has 13 consecutive failure(s) syncing DC=DomainDnsZones,DC=SAMDOM,DC=EXAMPLE,DC=COM since Sun Jun  3 11:07:38 2018 CDT
SITE-DC3 has 13 consecutive failure(s) syncing CN=Configuration,DC=SAMDOM,DC=EXAMPLE,DC=COM since Sun Jun  3 11:07:43 2018 CDT
DSA object GUID: 103d5a2d-5c53-44a8-8f72-a07ad07d9e6b - SITEORP\SITE-DC4 - 
 - ==== INBOUND NEIGHBORS ==== - 
SITE11-DC1 - CN=Schema,CN=Configuration,DC=SAMDOM,DC=EXAMPLE,DC=COM -  Sun Jun  3 12:15:09 2018 CDT 
SITE-DC1 - CN=Schema,CN=Configuration,DC=SAMDOM,DC=EXAMPLE,DC=COM -  Sun Jun  3 12:16:51 2018 CDT 
SITE-DC2 - CN=Schema,CN=Configuration,DC=SAMDOM,DC=EXAMPLE,DC=COM -  Sun Jun  3 12:15:24 2018 CDT 
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https://github.com/firehol/netdata
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https://prometheus.io/
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https://grafana.com/
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http://elastic.co
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     multiline:
        pattern: '^20'
        negate: true
        match: after
        max_lines: 4000
      tail_files: false

- input_type: log
  paths:
    - /var/log/log.samba.json
  fields_under_root: true
  fields:
    tags: ['json']
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[2018/03/07 11:50:07.827974,  2] 
../auth/auth_log.c:760(log_authentication_event_human_readable)

  Auth: [Kerberos KDC,ENC-TS Pre-authentication] user 
[(null)]\[i-109750$@SAMDOM.EXAMPLE.COM] at [Wed, 07 Mar 2018 11:50:07.827966 
IST] with [(null)] status [NT_STATUS_NO_SUCH_USER] workstation [(null)] 
remote host [ipv4:10.218.43.15:59902] mapped to [(null)]\[(null)]. local 
host [NULL]



●
{datetime: 2018/03/07 11:50:07.827974

samba_source_line:  ../auth/auth_log.c:760

samba_source_function: log_authentication_event_human_readable

authentication_type: Kerberos

… 

}
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● “Match where there are X events in Y time” (frequency type)

● “Match when the rate of events increases or decreases” (spike type)

● “Match when there are less than X events in Y time” (flatline type)

● “Match when a certain field matches a blacklist/whitelist” (blacklist and whitelist type)

● “Match on any event matching a given filter” (any type)

● “Match when a field has two different values within some time” (change type)

https://elastalert.readthedocs.io/en/latest/
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https://puppet.com
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https://www.theforeman.org/
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● traffic_replay
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