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SMB/CIFS architecture

® kernel-mode components

® C(lient-side: redirector

® rdr.sys (NT), mrxsmb.sys (W2K and >)

® Server-side: server (srv.sys)

® User-mode services
® |anmanserver and lanmanworkstation

® configuration of kernel-mode components
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SMB/CIFS transport

® Typical SMB/CIFS transports
® NetBT (TCP port 139) or raw (TCP port 445)
® NetBios over TCP/IP driver (netbt.sys)

® Ports:UDP 137 and 138 ,TCP 139 and 445 (kernel mode)
® NetBT: one device per network adapter (NetBT_Tcpip_)

® raw SMB: unique device (NetbiosSmb)

o MSKB #204279 (http://support.microsoft.com/2id=204279)

® SmbDeviceEnabled registry value (NetBT\Parameters\)
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TCPView

® TCPView (sysinternals)

® displays processes that owns a TCP or UDP
endpoint

® System process: endpoints opened by a driver

j_» TCPY¥iew - Sysinternals: www.sysinternals.com

File ©Options Process Yiew Help

Ha

Proce... # | Protocol | Local Address | Remate Address | State |
Spstem:d TCP 0.0.0.0:445 0.0.0.0.0 LISTEMIMG
System:d TCP 0.0.0.0:1025 0.0.0.0:0 LISTEMING

Systern:d TCF 192.70.106.143:133
Costern: B [.0.0.0-445

Spstem:d UDP 192.70.106.143:137
Spstenn:d uDP 192.70.106.143:138

0.0.0.0:0 LISTENING
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NetBT and raw SMB
transport

® raw SMB preferred over NetBT transport

® If both transports are active, the redirector resets
the TCP connection to port 139 (NetBT)

{@ The Ethereal Network Analyzer

File Edit Capture Display Tools

Ma. . |Thne |Suurce |Desﬂnaﬂ0n |PrMDcuI hn&

1 0.000000 192.168.1.1 152.148.1.5 TCP 3016 > microsoft-ds [SYM] Seq=22976l7578 Ack=0 win=63333 Len=0

2 0.004045 192.168.1.1 15Z.168.1.5% TCP 3017 » netbios-ssn [SYN] Seq=2297664583 Ack=0 win=65535 Len=0

3 0.012457 192.168.1.5 19Z.168.1.1 TCP microsoft-ds > 3016 [S¥N, ACK] Seq=3173792251 Ack=2297617579 win=1752C
4 0.012716 1%2.168.1.1 192.168.1.5 TCP 3016 > microsoft-ds [ACK] Seq=2297617579 Ack=3173792252 win=565535 Len=
5 0.013996 1.5 1.1 TCP nethios-ssn » 3017 [SYN, ACK] Seq=3173831863 ack=2297664584 win=17520
g 0.014050 1.1 B 0 5 RET E] d win=0 Len=0

7 0.016364 .11 .1.5 SMB Megotiate Protocol Reguest

8 0.033408 .1.5 1.1  sMB Megotiate Protocol Response

9 0.231977 1.1 1.5 TCP 3016 > microsoft-ds [ACK] Seq=2297617716 Ack=3173792341 win=565446 Len=
10 3.450655 1.1 1.5  sME session Setup Andx Reguest, NTLMSSP_NEGOTIATE
11 3.457358 L1.5 1.1 =ME session Setup Andx Response, NTLMSSP_CHALLEWGE, Error: STATUS_MORE_FRC
12 3.459551 1.1 .1.5 SMB session Setup Andx Request, NTLMSSP_AUTH
13 3.468862 .15 1.1 sMB session sSetup andx Response
14 3.469824 1.1 1.5 sMB Tree Connect andx Reqguest, Path: “NMW192.168.1. 5\MIPCH
15 3.4725886 L1.5 1.1 =ME Tree Connect Andx Response
16 3.5909466 1.1 1.5 TCR 3016 > microsoft-ds [ACK] Seq=2297618202 Ack=3173792781 win=65006 Len=

(c) Jean-Baptiste Marchand - jpm@hsc.fr - samba eXPerience 2003




Transport configuration

® {serverredirector} transport configuration

® GUI: network adapter properties

® server: File and Printer Sharing for Microsoft Networks
® redirector: Client for Microsoft networks

® server and redirector: Enable NetBIOS over TCP/IP

® CLI: net config srv, net config rdr

e Raw SMB redirector transport always available

® even with Client for Microsoft networks disabled
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net config and nbtstat

C:w>net config wdr

Computer name “~SADGH2BA3

Full Computer name adgn2883 _ad_hsc.fr
User name Jhn

Jorkstation active on
NethiosSmh (A0ORARBORDARA>
NetBT _Tcpip {61ADBD1E-E?CC-461A-A833-228AFSB?CABY> (BBEAFDBRAT?9?>

C:s>net config sru
Server Name SWADGH2BA3
Server Comment

Sof tware version Microsoft Windows Server 2003
SepUer 1s active on

NethiosSmbh (BAOOBORERAEA >

NetBT _Tcpip {61ADBD1E-E?CC—461A-A833-228BF5B7CAA7> (BHeOfdBBOA?99)>

C:“>nbtstat —n

Local Area Connection:
Mode IpAddress: [192.78.186.1311 Scope Id: [1

NetBIOS Local Mame Table
Name

ADGHZB63 UNIQUE Registe

[))] < GROUP Registered
ah 1C>  GROUP Registered
ADGHZ2B63 UNIQUE Registered
1] < UNIQUE Registered
nb GROUP Registered
AD < UNIQUE Registered
.. HMEBROUWSE_ .<{@1> GROUF Registered
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Using the redirector

® Establishing an SMB session: use records

® net use command
® Ex:net use * \\unc_name\share (cached credentials)

® Ex:net use *\\192.168.1.42\myshare /u:jpbm * (alternate
credentials)

® Ex:net use \\192.168.1.42\IPC$ /u:* (null session)

® net use : enumerate use records in the current logon
session

e SMB sessions are established (and reestablished) seamlessly, once a
use record is active
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net use

C:\net use * “\%\192.70.186.131°D% ~u:jbm =

Type the password Ffor SS192.780.106 .131D5:

Drive J: iz now connected to “~~\192_.70.186.131~D5.
The command completed successfully.

C:s>net use “~192.78.1086 .1315IPC5 ru: =

Type the password for SS192.70.106 .131~\IPC5:
The command completed successfully.

C:\>net use
MNew connections will not he remembered.

Local Remote Network

192,708,186 .1315\D5

D:v>net sessions

Computer User name Client Type

Windows 28868 2195
~NW192.78.1086.142 JBM Windows 2888 2195

The command completed successfully.

Microsoft Wi
NN192.70.186 .131NIPCS Microsoft Windows Network
The command completed successfully.

ndows Network

Opens Idle time

B BA:87:43
B BA:86:28
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LSA credentials cache

® | ocal Security Authority credentials cache

® {LM,NT} hashes caching in each logon session

e Used by the MSVI_0 (NTLM) authentication
package

® And by Kerberos as well, once a TGT has expired and is no
longer renewable

® Transparent network authentication

® current username and password are seamlessly reused

® Alternate credentials can be specified with net use
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Redirector sessions cache

® Sessions cache
® Established sessions are seamlessly used

® Ex: using a remote administration tool on a remote
machine

® Any session established to the IPC$ share of the remote
machine will be reused

® Administration trick:

e Establish a session with administrator credentials (using net use)
to IPC$, before using remote administration tools
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Sessions cache internals

® A session is uniquely identified by
® Client: logon session id and network address

® Server:server name

® A different server name must be used to establish multiple
sessions (with different credentials) to a given server

e System error 1219 (The credentials supplied conflict with an existing
set of credentials)

® Trick: using NetBIOS name, IPv4 address or fqdn
DNS name to establish multiple sessions to the
same server, with different credentials
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Multiple SMB sessions

C:vrnet use “\w192.78.106.142\IPCS ~u:jbhm =
Type the password for ““192.70.106.142~\IPC5:
The command completed successfully.

C:v>net use “\N192.70.106.1425\IPCS ru: =
Type the password for “\“192.70.106.142~\IPC5:
System errvor 1219 has occurred.

The credentials supplied conflict with an existing set of credentials.

GC:>*net use “N\fenetre.hsc.Fr\IPCS su: =
Type the password for ““fenetre.hsc.fr\IPC5:
The command completed successfully.

C:v>net use
Mew connections will not be remembered.

Network

\N192.70.1086 .1425\1PCS Microsoft ndows Metwork
“~fenetre_hsc._fr-IPCS Microsoft Windows Metwork
The command completed successfully.

C:n>net sessions

Computer User name Client Type Opens Idle time

SN192.78.106 .142 Windows 2088 2195 B PA:88:88
SN192.78.106 .142 Windows 2088 2195 B PA:9P:21
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File server administration

® Administration (net command)
® Shares management: net share

® Sessions management: net sessions
® displays a list of established SMB sessions
® can disconnect any session (/delete)
® Shared resources management: net files

® displays a list of accessed local resources

® can close any shared resource (/close)
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SMB session (IPC$)

:\>net sessions

Uszer name Client Type

he command completed successfully.

:\>net share IPCS
I1PCS

Remote IPC
aximum users Mo limit
sers JBM

he command completed successfully.

User name

“PIPE“eventlog
he command completed successfully.

tsJnet files 3 /close
he command completed successfully.

ts>net sessions S\SHEC sdelete
he command completed successfully.

Opens Idle time

1 08:08:685
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MSRPC

® Microsoft implementation of DCE RPC
® Used in all versions of Windows NT, at all levels
® Typical use:NT domains, remote administration, DCOM
® Transport independent

e TCP/IP, IPX/SPX, NETBEUI...

® SMB transport (Windows-specific), using named pipes as
DCE RPC endpoints

® DCE RPC Protocol Data Units (PDUs) are sent over named
pipes, using SMB commands

(c) Jean-Baptiste Marchand - jpm@hsc.fr - samba eXPerience 2003




Named pipes

® |nter-Process Communication (IPC)
mechanism

® |ocally or over the network (using SMB)

® |Implemented by a file system driver

® npfs.sys (Ex: \Device\NamedPipes\Isass)

® Named pipes enumeration

® pipelist (sysinternals.com)
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Named pipes (Windows 2K)

C:xDocuments and Settings:jbmDeszktop tools>pipelist

PipeList vl_@1
hy Mark Russinovich
http://uvww_sysinternals.com

Instances Max Instances

scerpc
net“NtControlPipel

DhcpClient

net“NtControlPipe2
Winsock2s\CatalogChangeListener—1ai-8
net“NtControlPipe3

spoolss

net“NtControlPipeA
net“NtControlPiped
Winsock2sCatalogChangeListener—1f8-8
ProfMapfpi

net“\NtControlPipeB

wvinreqg

1lzwpc

net“NtControlPipe?
net“\NtControlPipel@

SecondaryLogon
Winsock2xCatalogChangeListener—318-8
atsvc

net“NtControlPipell

netdfs

winlogonrpc
Winsock2«CatalogChangeListener—ed—8
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Named pipes (Windows XP)

Hax Instances
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npfs aliases

® Named pipes aliases

e Npfs\Aliases registry value

® \pipe\lsass aliases

e Windows NT, 2K, XP, Server 2003: \pipe\{netlogon, Isarpc, samr}

® \pipe\ntsvcs aliases:

e Windows NT, 2K: \pipe\{srvsvc, wkssvc, eventlog, browse, msgsvc,
svectl, w32time (W2K only)}

e Windows XP, Server 2003: \pipe\{eventlog, svcctl}

® \pipe\lanman (used by RAP calls) is not a real named pipe
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npfs aliases (NT, 2K, {XP, 2K3})

= [Défaut]  [valeur non définie)
lsass Be 65 74 Go Bf 67 Bf Be 00 Bo 7361 72 7O B3 00 73 61 6d 72 00 00
V3¥2FETV3VEE30077EbFITITEEI006E FEBE 6 74 6o BF 67 0062 Y2 Bf 77...

Maodification de la valeur binaire

MNom de |a wvaleur :

Intsvcs

Données de la waleur :

ooon |73 72 76 73 76 63 00 77 srvsvc.w
0008 6B 73 73 76 63 00 65 76 kesve.ev
0010 65 BE 74 6C 6F &7 00 62 entlog.b
oolg 72 eF 77 73 65 72 00 6D rowser.m
0020 73 67 73 Te 63 00 73 Y6 =gsvc.sv

oo0z2% 63 &3 74 &C 00 00 cctl. .
& Reqistry Editor =1
Registry  Edit  View Favorites  Help
- MPF | [ rare Type | Data |
(DeFauIt) REG_5Z {walue not set)
REG_MULTI_SZ netlogon lsarpc samr
ntsvcs REG_MULTI_SZ srysve whssyve eventlog browser msgswe svoctl wiZtime

" Registry Editor =l=l=|
File Edit WYiew Favorites Help
: D MPF ﬂ Mare: Type | Data
=0 Mpfs (Default) REG_SZ {value not set)
| Isass REG_MULTI_SZ pratected_storage netlogon lsarpe samr
ntsvcs REG_MULTI_SZ2 eventlog svoctl
-] MEFrs
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DCE RPC remote

management interface
® DCE RPC mgmt interface

® interface: set of related operations

® management interface

® |Implicitly supported by any DCE RPC service

e ifids tool (Todd Sabin)

® |dentification of named pipes used as
MSRPC endpoints, using ifids

® ifids -p ncacn_np -e \pipe\pipe_name \UNC_name
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ifids: named pipes endpoints

ommand Prompt

C:>Documents and Settingssjbhbm“\Desktop“tools>ifids ncacn_np —e “pipesSecondary
Logon .
RpcMgmt InglfIds failed: 1722

C:“Documents and Settings jbm“\Desktop“tools>ifids ncacn_np —e|“pipesspoolss Y\
™.
Interfaces: 1

12345678-1234-abcd—efB@-012345678%ab vi.@

C:“Documents and Settings jbm“\Desktop“tools>ifids ncacn_np —e |spipesuwinreg [“\N\

Interfaces: 1
338cdBfi-2244-3ifi-aaaa—000380010083 vi. B

C:xDocuments and Settings jhm-Desktop:tools>ifids ncacn_np —e | “pipe“epmapper

AT

Interfaces: 11
elaf83BE-Sdif-1ic?-91lad- hidaBfa »3.8
BhBa6584—eBf —1icf—adcf - fa8chib wi.i
275201h8-5%ca-11d8-a8d5-B0aBc 7848051 »1.8
e6Bc73et—8Bf9-1lcf-Pafi-B020af6e72f4 »2.8
29fcfecd-5268-181b—hhch-B8aa8821347a vB.8
h?e7?e68-3d52-1lce—aaal-B00067801293f vB.2
412f24ie—cl2a-1llce—abff-B820af6e7al? vB.2
00001 36—PBAB-BRAE—cBPA-BBRRENBRRR46 vA .0
cbflee?2—cePe—11d1-b7le—BABchA4fc3111a v1.8
4d9f4abh8—7dlic—1lcf-86le— fee7ch? vA.@
A8APA1 af—PABB—BRBB—c AR peRAR46 vA.B

C:~Documents and SettingssjbmuDesktopstools>ifids —p ncacn_np —e |spipessame | .
Interfaces: 6
12345778-1234-ahcd—efBA-A12345678%ab vA.0
c681d488—d85A-11dA-8ch2-ABcA4fd9Bf 7e vl1.B
3919286a—hlBc—-11d8—7ha8-BBch4fd?2efs vA.B
12345778-1234-ahcd-efBA-A12345678%ac vl1.8
d335b8f6—ch3l-11d8-hBf ?-B06A? 7hade54 vl.5
28fe2c?B-ab42-11d@-adef -BBaBc?B62718 vl .8

C:~\Documents and Settingssjbm“Desktop“tools>_
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MSRPC supported interfaces

® Multiple interfaces

® Inside a given process, all RPC services can be
accessed using any endpoint on any transport

® Most Windows services (daemons) are
implemented in shared processes (services.exe,
svchost.exe)

e Consequence: ifids gives the list of all interfaces of
all in-process RPC services
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services.exe RPC services

C:sDocuments and Settings“jbm“Desktopstools>ifids —p ncacn_np —e “pipesntsucs “M\

Interfaces: 18
367abh81-9844-35f1-ad32-98fA380010803
2314%9ca2-973b-11d1-8c39-008cBH h9B4f T
82273fdc—e32a-18c3-3f78-827929dc23ea
65293898 fah9-43a3-bh2a5-1e33Bac2Bf11
8d9f4e4P—alid-11ce—-Bf69-08BA3e3BBS1h
8dBffe?2-d252-11d8-hfBf -BBcA4f d?126h
c?378ff1-16f7-11d8—aBb2-BBaaBBbli426a
Bd72a7d4—6148-11d1-h4daa—BB8cB4f hbbeald
4h324fcB8-1670-01d3-1278-5a47hfbeelBB .
6hffdA98—-al112-3610-9833-46c3f87e345a vl.

C:%Documents and Settings“jbm Deszktopstools>ifids —p ncadg_ip_udp —e 1827 127._8.

Interfaces: 18
367abh81-9844-35f1-ad32-98fA380A1003 v2.
23149ca2-973b—11d1-8c39-08cA4f h9B4fT vB.
82273fdc—e32a—18c3-3f78-827929dc23ea vB.
65a93898—fabh?-43a3-b2a5-1e33Bac2Bfil w2.
8d?f4edB—-aB3id-1ice—-Bf67-BEDA3e3BB51h vi.
8dBffe?2—d252-11d0-hf Bf -B8cB4f d?126h vi.
c?378ff1-16f7-11d0—abbl-BB0aaBBbld426a vi.
Bd72a7d4-6148-11dl-hdaa—B8cB4f hbbeald vi.
4h324fc8-1670-01d3-1278-%a47bfbeellE v3.
6hffdB98-al12-3610-9833-46c3f87e345a vi.
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Network authentication

® SMB sessions are typically authenticated

® Network authentication protocols

e NTLM
® Kerberos

e A network logon session is established on the
remote system

® System threads servicing clients requests run in this logon
session, with the security context of the authenticated user
(impersonation token)
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Auditing on a server

® Auditing policy
® Audit logon events (Success/Failure)

® Security events

® Logon events
® Windows NT: 528 (Successful Logon)
® Logon Type == 3 (network logon session)

® Windows 2K>: 540 (Successful Network Logon)

® |Interesting fields

® User Name, Domain, Logon Type (3), Authentication Package, Workstation
Name (NetBIOS name), Source Network Address (Windows Server 2003)
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Security event 540

Date: ‘ Mg Source:  Securty + |
Time: 16:34:38 Category:  LogondLogoff
Type: Succesz & Ewent|D: 540 + |
Uszer: ADN B
Computer: ADGN2003
Description;
Successful Network Logon: -
Usger Mame: jbrm
D amait: aD
Logon 10: [0, 04 00 38)
Logon Type: 3
Logon Process: Kerberos
Authentication Package: k.erberos
\workstation M ame:
Logon GUID: 1ef3e8¥a-b142-8576-0a1d-
d0dd0=808252} d|

Date: 10/04/2003 Source:
Timne: 152122 Category:.  Logon/Logoff
Type: Success & Ewvent [ 540

Uszer: ADNbm

Computer: ADGM 2003

Securty

|

Description:
Successful Metwork Logon:
Usger Mame: jbm
Damai:
Logan 1D: [0=0.0<D39F2)
Logon Type: 3

Logon Process; MHtLmSsp
Althentication Package: MTLM
Workstation Mame: FENETRE
Logon GUID: -

Caller User Mame:

L D

||

D ate: Source:  Security
Time: 16:34:38 Category: LogondLogoff
Type: Succesz & Ewvent|D: 540

Uzer: A0 Em
Computer: A0GN2003

Description;

Logon GUID: {1e63e87a-b142-3876-0a1 d-
d0dd0e808=a2}
Caller Uszer Mame:
Caller Domain:
Caller Logon [D:
Caller Process |D: -
Transited Services: -
Source Metwark Address:
Source Part: 1820

192.70.106.131

Date: 1040472003 Source;
Time: 15:21.22
Type: Success A
User: ADYbm
Cormputer: ADGM 2003

Securty
Category:  Logon/Logaff
Ewvent|D: 540

Description:

Caller Uszer Mame:

Caller Cramair:

Caller Logan 1D

Caller Process ID: -
Transited Services: -
Source Network Address:
Source Part: 1]

192.70.106.142
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Auditing on a domain
controller
® Auditing policy:
® Audit account logon: Success/Failure

® Security events for domain authentications

® Kerberos: 672-677

® Successes: 672 (Authentication Ticket Granted), 673 (Service
Ticket Granted), 674 (Ticket Granted Renewed)

o Failures: 675 (Pre-authentication failed), 676 (Authentication Ticket
Request Failed), 677 (Service Ticket Request Failed)

® NTLM: 680 (Success), 681 (Failure)
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Kerberos administration

® Kerberos logging

® Audit account logon auditing category

® Ticket granting and service tickets requests logging

e Event 672-677 (security log)

® Service tickets usage logging

® MSKB #262177 (system log)

® Kerberos tools

® Tickets management: klist, kerbtray, TktView
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Sysinternals tools

® http://www.sysinternals.com/

e Reference tools for advanced system administration
and internals digging

® Maintained by Mark Russinovitch (Inside Windows
2000 author),Windows NT internals expert

® Tools
® Monitoring tools: Filemon, Regmon, Tokenmon, TDImon...

® Administration tools: Process Explorer, Pstools, TCPView...
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Monitoring file systems with
Filemon

® Filemon

e Can monitor all Windows file systems accesses
(NTFS, NPFS (named pipes), MSFS (mailslots))

® Can be used to debug many file systems related
problems

® Ex:permissions problems

® Can monitor local redirector accesses
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Filemon: example

2. File Monitor - Sysinternals: www.sysinternals.com _|O| =

File Edit Options Yolumes Help

H RBE & 9 | Ay |

Time | Process | Reguest | Path | Result | Other

00:58:24 1 services.ere 228 OPEN WW192.168.254.42\CF SUCCESS  Options: Openlf Access:

00:58:24 E services exe 228 OUERY INFORMATION “W192.168.254. 420C SUCCESS FileF zD evicelnfarmation

00:59:36 B crnd.exe 1095 OPEM Ch SUCCESS Optiohs: Open Diractory

00:59:36 B cmdexe 1096 OUERY INFORMATION C:h SUCCESS FileMamel nformation

00:55:36 B cod enec 1096 QUERY INFORMATION — C:h SUCCESS  FilsFsttributelnformation

00:59:36 Bl cmdexe 1096 CLOSE C:h SUCCESS

00:59:36 B crnd.exe 1095 QUERY INFORMATION CADocuments and SettingshjbmtDesktopitonls  SUCCESS  Attibutes: DA

00:59:36 B crnd exe 1096 QUERY INFORMATION  C:A\Documentz and SettingshjbmiDesktophtonl:  SUCCESS  Attributes: DA

00:59:36 B crnd.exe 1095 QUERY INFORMATION C\Documents and SettingshjbmtDesktopitoolshs  NAME [NV Attibutes: Error

00:59:36 B crnd exe 1096 QPEM C SUCCESS  Options: Open Directomy

00:55:36 B cod enec 1096 QUERY INFORMATION — C:h SUCCESS  FileMamelnformation

00:59:36 g cmd.exe: 1096 OUERY INFORMATION C:h SUCCESS FileF £\ alumnelnformation
[ C E L 5 0o

00:59:36 B cind exe 1096 CADocuments and Settingshjbm\[eskiophtoolsh, S ESS  Optiong Open Directony

00:59:36 Bl cmdexe 1096 DIRECTORY CADocuments and SettingshjbmiDesktopitonlst,  SUUCCESS  FileBothDirectory nformat

00:59:36 B crnd exe 1096 DIRECTORY CA\Documents and Settingshjbm\Deskiopitonlst,  SIUCCESS  FileBothDirectory nformat

00:59.37 Bl cmdexe 1096 DIRECTORY C:ADocuments and SettingshjbmiDesktopitoolst, MO MORE ... FileBothDirectoryl nformat

00:59:37 B crnd exe 1096 CLOSE CADocuments and Settingsh\bm\Deskiopitoolst,  SUCCESS

00:59.37 Bl cmdexe 1096 QPEM CADocuments and Settingshjbm\Desktopitonls  SUCCESS  Options: Open Directony

00:59:37 B crnd exe 1096 QUERY INFORMATION  C:\Documents and SettingshjbmiDesktophtonls  SUCCESS  FileFeluotaSetinformatio

00:59.37 Bl cmdexe 1096 CLOSE C:\Documents and Settings\ibm'Desktopitools  SUCCESS

00:59.57 1 services ewe:228 CLOSE WW192.168.254 42004 SUCCESS
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Monitoring registry accesses
with Regmon

® Regmon
® Can log all registry accesses at system boot

® Can also be used to discover undocumented
registry values

® Ex:starting a driver or service with net start while regmon is
running

® Sometimes, the (driver or service) Parameters\ key must be
manually created, to see queries for undocumented values
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kd (kernel debugger)

® kd (Microsoft Debugging tools)

® Some useful commands

Examining foo.sys driver symbols: kd> x foo!*

Setting a breakpoint for bar() function: kd> bp foo!bar
Resuming execution: kd> g

Displaying stack backtrace: kd> k

Executing a single instruction: kd> t or kd> p
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srv.sys: SMB implementation

4] C:AWINNTAS ystem32\cmd.exe - kd -k com:port=%\_\pipe\com_1.pipe

kd> x sreft*smb*nego*

f8e4999c srviSruiSmbNegotiate

kd> x srutssmb®*sessionsetup»*

f8e4a3?4 srv!SrvEmbiessionfetupAndd

kd> x srutxsmh*treeconnect*

f8edbade srv!SruSmbIlreeConnectAndd

f8e5eb1? sru!SruSmbIreeConnect

kd> bp srutSruSmbMNegotiate

kd> bp srutSruSmhSessionSetupAnds

kd> bp sru?SruSmbTreeConnectfndi

kd> bl

B e f8ed?99c BEal (BEA1) sputSruSmbMegotiate

1 e fBeda394 BEal (BBA1L> = SrvSmbBessionSetupAndd
2 e f8edbade 8881 <B881> srv!SrvSmbIreeConnectAnds

srv?SrvSmbNegotiate:

fB8e4999c 55 push ehp

kd> k
RetAddr
f8elfieb srutSruimbNegotiate
FBe2f270 ruProcessSmh+BxhS
8@A559826 lorkerThread+Bxiic
BE58f513 nt*PspSystemThreadsStartup+Bx34
BEAEABAE nttKiThreadStartup+Bxle

Breakpoint 1 hit

srutiruSnbSessionSetupAnds =

f8e4a3?4 56 push

kd> k

ChildEEP RetAddr

faldbad?c fBelf3eb ruSmbhSessionSetupAndd
falbadB88 fBe2f270 ruProcessSmh+Bxhh
falbadac 88557826 lorkerThread+Bxlic
fa3dbaddc 8B58f513 PzpSystemThreads tartup+Bx3d
HEBEAEAE BEBABRPE nt!HKiThreadStartup+Bxib

push ehp

RetAddr

fBelf3deSs srv!SruBmbIreeConnectindd
fBe2f278 rvProcessSmb+Bxhb
88557826 *YorkerThread+Bx1ic
BO58f513 nttPspSystemThreadStartup+Bx34
BEaEAEAE ntt*KiThreadStartup+Bxlt
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Questions!?

Thank you!
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