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Who am | ?

e Steve French (snfrench@nmail.com or
sfrench@is.i bm com

« Aut hor and mai ntainer of Linux cifs vfs
(for accessing Sanba, W ndows and vari ous
SMB/ Cl FS based NAS appl i ances)

« Menber of the Sanba team coaut hor of
Cl FS Techni cal Reference and former SN A
Cl FS Wrking Group chair

e Architect: Filesystens/NFS/ Sanba | BM LTC
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Qutl 1 ne

=\VWhy SMB/CIFS ... 24 years and counti ng?
= H ghlights
» Ker ber os
» DFS
» | pv6b
» ACLs
= Uni X Extensions ... good enough?
» Why were they devel oped?
» What and where are they?
= Sonething mssing ...
» What about SMB2?
é » What about nore Extensions ...?
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Cl FS Rocks On...

= Wndows goes on and on -
sees new Vi stas

= her servers from nany
conpani es

» Sanmba 3.0.28a, 3.2, 4
(Novel |, RedHat, | BM
SOFS and Nitix ...)

» Net App ...
= And many clients

» Smbcel 1 ent, HPUX
» LI nux Cl FS VFS
» JCIFS, MacQOs . ..
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oal s

“Full local/renote transparency desired

“ Need near perfect POSI X senantics over cifs

“Be fast, efficient, full function gateway
to accessing data on Wndows and Sanba
servers

= (X her ongoi ng requirenents

» Better caching of directory information
» | nproved DFS (distributed name space)

» Better large file sequential perfornmance
» Better recovery after network failure

» QS
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And the alternatives?

*“NFS v3 or v4

= AFS/ DFS

= HTTP/ WebDav

“=Cluster Filesystem
Pr ot ocol s
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CIFS and related components

applications

mount tools

net, smbcacls, smbclient
pam/nss
mount.cifs Winbind

Future upcall :

Kernel

TQP/IP

v

Samba or other
CIFS Server
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Last year at this time: Status

= Linux CIFS client

—Version 1.48 (Linux 2.6.21 Nocturnal Monster
Puppy ) Two years ago at this tinme ... cifs
version 1.42

—(1.43 included the much inproved POSI X
| ocki ng)

—Version 1.32 included PCSI X ACLs, statfs,
| sattr
= Snbcl i ent

— Sanba 3.0.25 includes client test code for
POSI X | ocki ng, POSI X open/unlink/ nkdir.
HP/ UX client al so supports Uni x Extensions
Sun is developing a kernel CIFS client for Solaris
Server

» Sanba 3. 0. 25 I ncludes POSI X Locki ng (POSI X ACLs,
QFSI nfo, Unix Extensions inplenented before) and
POSI X open/ unl i nk/ nkdi r.
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Now ... Status

= Linux CIFS client

—Version 1.52, Linux 2.6.25-rc9(!) Funky
Weasel is Jiggy wt it (?!)
— A year ago at this tine...cifs version 1.48

and kernel version 2.6.21
= Snbcl 1 ent

— Sanba 3.0.28a includes dfs support, per tcon
encryption
= Sun kernel CIFS server for Solaris in devel opnent
= Huge anpbunts of M crosoft docunentation prom se nore
for the future only obstacle is tine for perfect
i nteroperability ... (contributions wel cone)
= Server: year of the ctdb ...

» Sanba 3.0.28a, nore Uni x Extensions inplenented
| ncl udi ng per tcon encryption

» ctdb and Sanba 3.2 much i nproved clustering
support and performance (receivefile and nore)
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Last year at this time:
A year In review for the client

= 2006-2007 Growing fast (well over 100 changesets per year ...),
one of the larger (22KLOC) kernel filesystems

= Write performance spectacularly better on 3 of 11 iozone cases

= POSIX locking, lock cancellation support (and much better
POSIX byte range lock emulation to Windows)

= NTLMv2 (much more secure authentication, and new “sec="
mount options)

= Older server support (OS/2, Windows 9x)

= “deep tree” mounts

* New mkdir reduces 50% of network requests for this op

= Improved atime/mtime handling (and better performance)

= Improved POSIX semantics (lots of small fixes)

= Can be used for home directory now ... everything should work!

&
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A year In review for the client

= 2007-2008 Growing faster (195 changesets from 44 developers)

* One of larger Linux kernel file systems (24KLOC up about 10%,
and over 1/3, more than 8K added, rewritten, cleaned up, “git log
-p” output (patches) is over 1.4MB

= Experimental Kerberos support added

= Experimental DFS support added

= cifsacl support (query mode and chmod use ACL ops)

* Ipv6 support (code started at last SambaXP)

= Improved POSIX semantics (lots of small fixes): allow uid/qgid
override even for Unix servers, add new “nounix” mount option

= Add posix unlink (still working on posix open changes)

= support for pipe open over IPC$

= nfsd over cifs supported in some cases

ﬁ Very large read (127K) support to Samba
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Kerberos support

* Developed with assistance of RedHat and others

* Requires additional user space helper util (in Samba 3 source
tree)

= Experimental — probably will remove experimental flag by 2.6.27
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DFS (d obal Nanmespace)

| TpT ovements DFS patch integrated, needs

some cleanup

We need to improve abllity to
find nearest replica, and
recover after failure

And also to hint “least busy”
server for load balancing
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Quick review. CIFS Uni x Extensions

= Devel oped/ Docunented by HP (extending early
wor k by SCO) and ot hers then docunented by
SNIA in the CFS Technical Reference

» Requi red only nodest extensions to
server

» Sol ved key problens for POSI X clients
| ncl udi ng:
—How to return: U D QD node
—How to handl e synli nks

—How to handl e special files
(devi ces/fifos)
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Wt hout Cl FS extensi ons,

| ess

| ocal /renote transparency. ..

1} test-dir - File Browser

File Edit View ©Go Bookmarks Help

@ - L @ I:'

Back Forward Up Stop Reload Home

[J[Beet] fomar]

=

dirl char-dev-file

B 6 =

Com puter

fifal filel

7 items, Free space: 23.0 GB
i = i W = A T A r
test-dir - File Browser

File Edit ¥iew Go Bookmarks Help

€. v . & O 6 =

Back Forward Up Computer

ElER|E=T

=

char-dev-file

7 items, Fres space: 23.0 GB

v G EESS N e R TS
LIt

file2-owned- by-root

file2-owned- by-root

hard-link-to-file1 symlink

hard-link-to-filel
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Much 1 nproved wth Cl FS Extensions

= test-dir - File Browser - o x

File Edit Wiew Go

€ . .o 0 8 6 =2

Back Forward Up Stop Reload Home  Computer

RCER|E

= W Wl

dirt char-dev-file fifol file1 file2-owned- by-root hard-link-to-file1 symlink

Bookmarks Help

7 items, Free space: 23.0 GB
test-dir - File Browser
File Edit View Go Bookmarks

@ - - ﬁ I:'I @ ﬂ g

Back Forward Up Stop Reload Home Computer

-

dirt char-dew-file fifol file1 file2-owned- by-root hard-link-to-file1 symlink

Help

7 items, Fres spacs: 23.0 GB
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What about SFU approach?

— Lessons from SFU:

N%f node, group and user (SID) owner fields to
ACLs

Do hardlinks via NT Renane
Get 1 node nunbers

Remap illegal characters to Uni code reserved
range

F!FCB and device files via O5/2 EAs on system
il es

but not good enough &
Sone POSI X byte range | ock tests fail

Semantics are awkward for syminks, devices

U D mappi ng a ness

Per f ormance sl ow

Operations nuch | ess atom ¢ and not robust enough
Renane/ del ete semantics are hard to make reliable
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Cl FS Uni x Extensi ons
“Problem ... a |lot was m ssing:

» WAy to negotiate per nount capabilities
» POSI X byte range | ocki ng
» ACL alternative (such as PCSI X ACLS)

» A way to handl e sone key fields in
statfs

»Way to handl e various newer vfs entry
poi nts
—lsattr/chattr
—lnotify
—New xattr (EA) nanespaces

a

| © 2008 IBM Corporation



IBM Linux Technology Center

Original Uni x Extensions M ssing
POSI X ACLs and statfs Info

(4

snf-t41p:/ hone/ stevef # getfacl /mt/test-dir/filel
# file: mt/test-dir/filel

# owner: root

# group: root

user: : rwx

group: : rw

ot her::rwx

snf-t41p:/ hone/stevef # stat -f /mt1l
File: "/mt1"

ID: O Nanel en: 4096 Type: UNKNOMW
(Oxff534d42)
Bl ock size: 1024 Fundament al bl ock size: 1024
Bl ocks: Total: 521748 Free: 421028 Avai | abl e:
421028
| nodes: Total: O Free: O
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Wth Cl FS POSI X Ext ensi ons,
ACLs and statfs better

(4

snf-t41p:/ hone/ stevef # getfacl /mt/test-dir/filel
# file: nmt/test-dir/filel

# owner: stevef

# group: users

user: :rw

user:stevef:r--

group: :r--

mask: :r--

other::r--

snf-t41lp:/home/stevef # stat -f /mtl
File: "/mt1l"

| D: O Nanel en: 4096 Type: UNKNOWN ( Oxff534d42)
Bl ock size: 4096 Fundanent al bl ock size: 4096
Bl ocks: Total: 130437 Free: 111883 Avai |l abl e: 105257
| nodes: Total: 66400 Free: 66299
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POSIX Locking

= Locking semantics differ between Cl FS and
POSI X at the application |ayer.

» 1 FS | ocking Is mandatory, POSI X
advi sory.

» CI FS | ocking stacks and is offset/length
specific, POSI X | ocki ng nerges and
splits and the offset/lengths don't have
to match.

» CIl FS | ocking is unsigned and absol ut e,
POSI X | ocking is signed and rel ati ve.

» POSI X cl ose destroys all | ocks.
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Last year ... new features in srv

POSIX OPEN/CREATE/MKDIR
POSIX “who am I” (on this connection)
POSIX stat/lookup

Under development (3.0.27+ ?) -

» CIFS transport encryption (GSSAPI encrypt at the CIFS packet
level).

» Based on authenticated user (vuid) — encryption context per user.
» Allows mandatory encryption per share.

&
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How did we do on Roadmap from | ast
year ?

=Cient

» 2.6.22 included new nkdir/ open (Y)
= Server

» Sanba 3.0.25 was conpleted. (Y)

— Encryption feature devel oped. (Y, but Server only)

» Sanba 4 Uni x/ POSI X Extensions started with new
POSI X ClI FS client backend
“In discussions wth other client and server
vendors about feature needs (Y, continuing.
Good progress at SN A and Googl e conferences)
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Do we still need nore new PQOSI X

extensions: e.g, POSI X Errors
*=NT Status codes (16 bit error nuns)

al ready has a reserved range
» OXxF3000000 + POSI X errnum

» POSI X errnum vary in theory, but not
much in practice for conmmbn ones use

» POSI X errnuns fi xed
» New capability(w |l probably be)
— #define C FS_UNI X_POSI X_ERRORS 0x20

»Do we need to define new errmappi ng
SMB for client to resol ve unknown
435 POSI X errors backs to NT Status?
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Beating the competition - NFSv4
= Key differences

>

>

4

CIFS is richer protocol (huge variety of network filesystem
functions available in popular servers)

CIFS supports Windows and POSIX model through different
commands as necessary

Detailed CIFS documentation available (no more secrets ...?)

CIFS can negotiate features with more flexibility: on a “tid” not just
a session (or RPC pipe). This is helpful in
tiered/gateway/clustered environments

CIFS does not have SunRPC baggage
And we have the Samba team ...

* And we are easier to configure than most cluster filesystems ...
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Near term priorities on client side

= Digesting large amounts of Microsoft documentation, looking for
any problems, bugs

* Finish up of DFS patch

= More kerberos testing

* Finish up of POSIX Open (big performance boost in some
operations)

= Improved large write support (increase iovec — so more than 56K
writes)

“ Finish up of pipe opens over IPC$ (help WINE and others who
want named pipe support)

= Additional performance analysis

= ... and your requests!
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Where to go from here?

= Discussions on samba-technical and linux-cifs-client mailing lists
= Wire layout is visible in fs/cifs/cifspdu.h

= Working on updated draft reference document for these cifs
protocol extensions

= See http://[samba.org/samba/CIFS_POSIX_extensions.html
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