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Motivations

“ Open Source Infrastructure software rocks ! “, but...

“How do | manage it all ? What if | don't already have a linux
workstation ? Where is my MMC console ? “

Webmin provides part of the answer : web based, lots of modules

But is beginning to show its age : focused on configuration not on
_management_, based mostly Perl-4

IMC (IDEALX Management Console)
web based, ergonomic widgets
webmin-compatible
object-oriented, componentized,

in Perl (the language of choice for sysadmins)
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IDEALX Management Console

> IMC for sysadmins



Overview

Webmin
Console

New projects :
amavis, pf,

bacula, etc.

(LDAP roles)

IMC Generic Components

IMC Framework
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Available consoles

Samba Console : smooth migration for NT sysadmins
Nagios Console (initial, and “reloaded” version)

Secure MX Console (console for our
Postfix/SpamAssassin/ClamAV, pending release)

Bacula Console (monitor network backups made with
Bacula)

IDX-PKI Console : monitor the technical parts of IDX-PKI

Webmin Console : just reuse your existing modules, with
integrated LDAP auth. and access control

X509 auth also (mail gmacinenti@idealx.com to get its
devel version)

<your own console here...>
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Nagios Console

D'Nngids

IDX-Monitoring

Status Overview
Natwork Overview
Events Overviaw
Services Overview
System Owerview
Sacurity Overview
Parformance Overview
Custom Overview

D IDEALX Management Console = IDX=... 1

27-avr-2004

SYSTEM OVERVIEW e
Current Status Basic Trends
= 2000.0
o
| = glﬁﬂﬂ.'}
Last check : Sun Apr 18 o LODDO
02:38:34 2004 %

B00.0

0.0 : ; s ! J
& 10 12 14 16 18 20 22 ¢ 2 4 6 8 19 1z i4 16

]"' > Event Log

Host : test2  Show last L0 events | Show nest L0 events | Show oldest 10 events

Tima Description

" 21:42: 37 24 avr-2004 hub 2-0:1.0: USE hub found

H 20:42: 37 24 avr-2004 hub 2-0:1.0: 2 ports detected

_u 21:42: 37 24 avwr-2004 PCI: Found IRQ 11 for device 0000;:00:14d.2
_u 20:42: 37 24 avwr-2004 PCI: Sharing IRG 11 with 0000: 00:1F 1

_u 21:42: 37 24 avwr-2004 PCI: Sharing IRQ 11 with 0000:02:02.0

SERVICES OVERVIEW *
Sarvice State Description

httpd A hitpd is running Apache is a World Wide Web s=rver. It is used bo serve HTML files and OG 1L
akd A Runs commands scheduled by the ak command at the time 4

I

Server : localhost

user Ramin
s e

Common tasks

»

B Enable checks

B Az knowledge problem
® Enable notifications

B [elay next notification
B Schedule downktime

B Nisable nctifications for all
services

B Enable notifications for all services

B Schedule an immediabe check of
all services

B Disable checks of all services
B Enable checks of all services
B Disable event handler
B [Nisahble flap detection

B Get help

[ %

Le partenaire Open Source des Grands Comptes et Administrations




Webmin module, Samba Console wizard

IMC : IDEALX Management Console - Mozilla Firefox

File Edit View Go

Bookmarks

Tools Help

@ »* (=B - @ @ |ﬁ http:/flocalhost: 8080/webmin/postfix/

|’ Slashdot [C|Google 3 pagesjaunes.fr, deman... | ] Intranet Segur - Bienv...

| ] wiki

Monitoring

Secure MX
Configuration
Account Management
Control services
Supervise

IDEALX Management Console

Home > Secure MX > Supervise

Postfix Configura

Postfix version 1.1.12

Webmin Index
Help..
Module Config

postsuper: warning: My hostname dhcppcl is not a fully qualified name - set myhostname or n

%1

Address Rewriting and Mail Aliases

Masquerading
.
(X

Relocated Mappin

O

SMTP client option

i

General Options

i

Vi

rtual Domains Transport Mapping

I
&

General resource control SMTP server options

Y

e
Mail Queue
44 messages

Debugging features LDAP lookups

Click this button to start the Postfix mail server. Until this is done mail will not £
Start Postfix
systems, and clients will not be able to use this system as a mail server.

« Return to index

‘ root logged into Webmin 1.121 on dhcppcl (Redhat Linux 9.0)

Fichier Edition

Affichage Aller a

Marque-pages Outils Fenétre Ajde

Pracédent ~ Suivant = Actualiser Arméter !& http:/flocalhost: 8080/configure/sambajwizard

IV| |£_Rechercher Imprimer

i 4% Accueil | W Marque-pages ¢ Slashdot ¢ Google ¢ pagesjaunes.fr, deman... 4 Intranat Sequr - Bienve... @ Wiki ¢ BlogThis!

IDEALX Management Console

Getting started
Test plugin
Configure System
Domain controller
Resource server
LDAF Directory
Kerberos
Account policy
Legacy Webmin Modules
Get help
About

Home 21-jan-2004

Samba Server Setup

Choose a rofle for your server

¢~ Domain Controller

A Domain Controler implements Domain Security using a
central directory of user and machine accounts. A Domain
Controller is also called a "Primary Domain Controller (PDC)"
in NT4-style domains. Creating a Domain Controler actually
creates a new domain.

Choose this option if you want to create a new domain

(" Additional Domain Controller

An additional Domain Controller acts as a Domain Controller
and stores a replica of the central directory. Such a controller
is called a "Backup Domain Controler (BDC)" in NT4-style
domains. & BDC can only be created in an existing domain.
There can be several BDC in the same domain.

Choose this option if you want to improve the reliability of the
directory service, or if you want to start migrating your NT4
domain to Samba.

Suppart far this mode is experimental in Samba 3.0

" Member Server
A Member Server participates in the Domain Security.

Choose this option if you simply want to share resources of
this server, like files or print queues.

= Prev Next = Cancel Help

Login

O

Caommon Tasks

Server : localhost

Manage user accounts
Configure services
Maonitor services
Manage security policy

Get help

-

[ [~
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Other generic consoles

IDEALX Management Consiiiaill BEEEl 12 :
] L5 s G e s s RS R T N
Manage Services Home > PKI 2
Mﬂnﬂ:grﬁgm;}gg ] R ; A g e R e R T T %
Services T e S o e B e e
CA Server z
State B G i
RA Server : : G %
i B start 18 00 00: 00 08: 00
O rPhysical Memory Usage [ Swap Memory Usage
Escrow Server {8 start
i wStar't- R T e S T
Hublic DAF Srvar Hard Disk Occupation
View Logs B start 20 : %
CA HTTP Service & o 5
: 'ped 7R g e G A s Eh S et e e a o e A %
R4 HTTP Service %ﬂ i =
EE HTTP Service 'wﬂéd' 10 ] 5
Escrow HTTP Stoppad SRS C R T B BRI .
Service 12:00 oo 0o 0&: 00
Certificates LDAP H/ B Avar @ Apt
Service
Sl Hard Disk Read /Writ
Publication LDAP ki :
Service - ~
20 %
10 7
fe
181 00 00: 00 06: 00
B Cisk Weite B Disk Read




IDEALX Management Console

> |IMC for developers



Let's build a better new ‘wheel’

Need a framework for building web mgmt interfaces “a la
MMC”

=> need a base API and a proven extension framework, like
Eclipse

Must enable highly ergonomic GUI, without much efforts
=> need templating & HTML widgets

Webmin provides lots of modules
=> must be able to re-use Webmin modules

Java is interesting but limit productivity and code re-use
(webmin modules) + Perl is the favorite language for
sysadmins

=> need a J2EE-like framework for Perl

Perl/CPAN dependencies are a nightmare for packagers
=> need something like .jar packages for libraries
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Components overview

Reusable Components
- UserManager2,

- ServiceManager2,

- LogViewer, Monitor, etc.

IMC Core facilities

- Pipeline slots

IMC Console IMC Console
“Application A” “Application B”

Webmin Modules
“Legacy”

Controlers and Renderers
- IMC::Struts4P::Controler
- IMC::WebFaces::ViewRenderer

- Standalone Web Server (HTTPS)

CGIl/Webmin
Wrapper
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IMC
Framework

Core and reusable components

Standalone Web Server (HTTPS only, Net::Server + libwww)
Generic pipeline slots, for
Session handling (cookie + Apache::Session)
 Authentication : static XML file or LDAP connector

User and Role API : access control, role based, role mapped to
LDAP group membership

Available modules

* Webmin wrapper : re-use existing modules
transparently

- UserManager2 : account management, provisioning

- ServiceManager?2 : start/stop services, inspect
applications logs, local or remote (ssh), display RRD
monitoring graphs
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IDEALX Management Console

> (Generic modules



PXP : Perl eXtensions & Plugins

Extension Point : generic interface for a facade or a registry (Exemple :
IMC::MainMenu)

Extension : piece of code/class/module of simply text or XML fragment
that is registered into an extension point to “extend” the functionnality of
the system

Plugin : group of extension points and extensions, with possible startup()
and shutdown() methods to initialize plugin specifics structures : caches,
configuration files, struts controllers (see Struts4P), etc.

Notes :

These are ordinary Perl objects, NO BASE CLASS DEPENDENCY
is required.

Extension instantiation is is delegated to the extension point
implementation : it needs not be a class, can as simple as a text
string
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PXP : example

Excerpt from a plugin.xml :

<plugin
id="IMC: :Core"
class="IMC::Core::InitPlugin”
version="0.1"
name="Core Plugin"
provider-name="'IDEALX"'>

<extension-point
1d="IMC::MainPipeline'
version="0.1"
name='Main Pipeline Extension-Point'/>

[...]

<extension
id="IMC: :SessionLoader'
name="'Session Loader Extension'
point="IMC: :MainPipeline"/>

PXP is actually located in ~imc2/lib/IMC/..., but should move to a
top-level package as it does not rely on any other IMC packages
and provides fairly generic services.
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Struts4P

Port of Struts (http://jakarta.apache.org/struts) to Perl
Implements MVC (“Model 27)

Reads “standard” struts-config.xml (not all tags supported yet)
Struts4P::RequestProcessor implements a generic controler

Advanced Perl syntax reduces need multiple “Action classes” : ie one
can group several actions inside a common MyAppAction and dispatch
at the method level (the java version leads to a “one class per action”
approach)

All parts of the framework can be replaced or overloaded
(RequestProcessor, ViewRenderer, Role-based access control, etc.)

Default IMC::Struts4P::ViewRenderer works with Template Toolkit for
rendering views, with pre-defined logic for .cgi/pl and .xsl processors
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Struts4P : example config file

<struts-config>
<form-beans>
<form-bean
name="testForm"
type="IMC::Struts4P::TestForm"/>
</form-beans>

<action-mappings>
<action path="/" forward="/pages/test.html"/>
<action path="/test" forward="/pages/test.html"/>
<action path="/testSubmit"
type="IMC::Struts4P::TestAction"
parameter="testMethod"
name="testForm"
scope="request"
validate="true"
input="/pages/input.htm|">
<forward name="success" path="/pages/success.html"/>
<forward name="failure" path="/pages/failure.html"/>
</action>

]
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WebFaces

A GUI framework for web applications

A WebFaces::View groups together a set of widgets and a default
layout (template) for arranging them

A widget renders a view of the model and “reacts” to state changes
of other widgets

The framework can be layered over traditionnal CGI responses
(wraps a dumb html page inside a template)

It works with Struts4P too ;-)
Available widgets type

— Perl Widget : HTML rendering in plain Perl, before integration
inside the template

- Template Widget : HTML is produced by a template
— Template Plugin : rendering is called from the template
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IDEALX Management Console = IDX-Monitoring - Mozilla Fircfox

File Edit View Go Bookmarks Tools Help

|® * g ¥ ‘t:? ; @ ]|_L| http://sissi: 8080/ monitaring/ systems/ j ||Q'

m Slashdot @Gnnglc |_|L pagesjaunes.fr, demand... |-_L| Intranet Segur - Bienven... |_L|1|'|riki

p ZuX-Monii~ring

otz tll! Dnrur\rh.'ﬂ' DE-ME?-EDM '| .
Detail Gverview ; Senver : localhost
. = o e
MNetwork Overviaw
; SYSTEM O RVIEW o
Events Ove rviaw not logged in
Services Overviaw Current/Status Basic Trends E . .
oginWidget
Systam ﬂ'“'ﬁnf.'ﬂw 5 frror 2000.0 s e e = T pass I—
bl At ! 1500.0 ignhrts iy Erehdty i qgin

SimpleMenuW | /gt 10 fans
ngﬁi'“ P gé;nma

0.0 L i 1 Iy T | i) - A g E 2t |
5 10 17 14 15 18 20 z2 & 2 4 6 8 10 12 I4 16 a%kWid'get
p— B Event Log anfigure s=rvices
_Ijia Dirvacl:nr].r[dm Host : test2 Show last 10 events | Show next 10 events | Show oldest 10 events i S ERS
|-:I-|' workg roup g Timea Dascription Bmge Bl ey

E tast1 et help
H tests
B test2

SERVICES OVERVIEW *

BE Mice State Description

hilgd hitpd is running Apache isa World Wide Web server. It is used to s=rve HTML files and OG1

atd Runs commands scheduled by the ab command at the kime?,

dhc pd description

Copyright & IDEALY 2003 - Al rights reserded - TOEALY 7 L= povtenalne o reSmsye O8S granos awmiee s of e s S0m i srations
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IDEALX Management Console

> Samba Console & smbldap-tools



Samba Console

Initial goal was to replace usrmgr.exe
Version 1.1 features
- Account management (users & groups, computers)
Resource provisioning (homes, profiles, custom actions)

Support for admin roles (Domain Admins & Account Operators),
even without the new privilege stuff (LDAP access control)

Service management (Samba controller and OpenLDAP
servers)

Log browsing and some CPU/IO/mem graphical monitors

Requires a recent imc 1.2
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Samba Console

IDEALX Management Console

Logged in as Administrator | Logout

Domalin
Configuration

Account Policy

Domain
Management

Manage Services
Monitor Services
Samba Server log
MetBIOS log

LDAF Server log
System log

Account
Management

Manage user
accounts

Manage group
accounts

Manage computer
accounts

Home = Domain Management > Manage Services

LDAP Log

First Page | Previous < ..

Date

Time

Origin

Oct 12 13:59:01 linux

Oct 12

Oct 12
Oct 12

Oct 12

Oct 12
Oct 12

Oct 12

Oct 12

13

13.
13:

1737

13:
13:

13;

13:

59:

29
29

29

59;
59:

59;

59:

01

01
01

01

01
01

01

01

linux

linux

linux

linux

linux

linux

linux

linux

i, Search €3 View all
234567 ... > Next | Last page

Detail

Ii':?i'sl.a||::|:1[l.‘5|3?2]: conn=2& op=1 SEARCH RESULT tag=101
err=0 nentries=1 text=

i_islapd[EB?z]: conn=26 op=2 SRCH base="cn=monitor"
scope=0 deref=2 filter="(cn=monitor)"

&¥ slapd[6372]; conn=26 op=2 SRCH attr=description

&9 slapd[6372]: conn=26 op=2 SEARCH RESULT tag=101
err=0 nentries=1 text=

IEi'sla;::ut:l[l:id?.?]: conn=26 op=3 SRCH
base="cn=Bytes,cn=>5tatistics,cn=Monitor" scope=0 deref=2
filter="{ objectClass="*)"

ﬁslapd[ﬂ?z]: conn=26 op=3 5RCH attr=monitorCounter

Ii\':i'5I-.=:|::t:l[l:5|3?‘2]: conn=26 op=3 SEARCH RESULT tag=101
err=0 nentries=1 text=

fﬁ slapd[6372]: conn=2& op=4 SRCH
base="cn=PDU, cn=>5tatistics,cn=Monitor" scope=0 deref=2
filter="{objectClass="*)"

Iifilsl.a||::|:1[l.‘5|3?2]: conn=2& op=4 SRCH attr=monitorCounter

06-Jan-2005 | ! Server : localhost

Entries 21 - 40 of 32642



New features

In the current branch : provisioning spool interface (async creation
of /home on remote systems)

re-uses the existing pipeline from the AccountFactory
each task is calling

adds a task to spool a provisioning event

uses a simple Idiff for the moment

will move to SPML sometimes in the future

try it: it's already in patch-35

This can be the basis of next major version of the smbldap-tools.
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Lse UserManagerz: :ProvisioningReqguestor;
$self-»{ registry’ i Sambafccount’} =

Pipeline details

new UserManager?: :GenerlcLDAPAccountFactory(obiectClass =» [ ‘account’, “posixfccount’, *=sambaSamAccount’ 1,
base_dn = $self->ibase_dni,
users_prefix = $self->iusers_prefixi,
groups_prefix =» sself->igroups_prefixi,
default _user_gid _number => $ergsi default_user_gid_number’},

omplexity,

AR I,

fewdps = [WelUserManager:z:

“EllserManagera
“ElUserManager?:
SEllserManagera
“aUserManagersa:

:GenericLDAPACcountFactory:

(Gener icLDAPACCcountFactory:
:Gener icLDAPAccountFactory:
:GenericLDAPACcountFactory:
:Gener icLDAPACccountFactory:

!szampleCheckPasswordCi

isetPropert ies,
isetbDefaultDn,
:setPosixUID,
isetDefaultPosixGroupi

# “ElserManager2: :GenericlDAPAccountFactory: tsetPrivatePosixGroi

“eUserManagersa:
“EllserManagera:
“ElUserManager?:
SEllserManagera
SEllserManagera
“EllserManagera:
“ElUserManagery?:

:SambaTasks: isetSambas 1o,
:SambaTasks: tsetSambaPrimaryGroupsIo,
:Gener icLDAPACcCcountFactory:
:SambaTasks: tsetSambaPassword,
:GenericLDAPACcountFactory:
:Gener icLDAPACCountFactary:
:ProvisioningReguestor: :spoolJob,

:setPassword,

:setObjeciClass,
:checkSchema,

# “BlserManager?2: :GenericLDAPAccountFactory: :createHomeliirectori

]
)

delOps =» [N&UserManager?::GenericlLDAPAccountFactory: :removeFromGroups] ,
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Other features

Resource servers management
Add/remove shares, manage ACLs

Monitor status of SMB services of a remote server (NT or Linux), or
reboot !

Printing support : no idea yet
First version : g&d 'net' wrapper

Now working on libnet (samba4), and trying to bring back code
from samba 3 and IDLs to have the missing RPCs

Courtesy of Gregory (gleocadie@idealx.com)
Installation wizard
handles 2 basic configurations : PDC and member server
generates smb.conf
calls smbldap-populate for directory provisioning

should have seen the ./setup/provision.pl script before ! ;-)
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Naow racannrera mananamaoant cerraanc

Domain Home 03-May-2005
Configuration
Account Policy —Computer Properties
Domain ramnitar
Home 03-May-2005

Share Name |sambaxp

Server Path |tmp

Description |5amba}(F’ Demo

Cancell Submit Query|

accounts
Manage group Computer Shares
accounts
Donain RasLource |5 New share... .4 Remove .
Management Name Type Description
Manage Systems print$ Disk  Printer Drivers r
tmp B Ry ks e el e i .|_
cambay [REVISION:1 % I
e COWNER:IDEALX-NET \root = T
R IGROLUP: IDEALX-NET\root ZEST’ In
ACL:IDEALX-NET\root: ALLOWED/O/FULL -
i Eal'Ju.'iZL:IIIZJE;'flu.L.‘-I'l{-f'».II:—I"'n,ﬂ::lm::aﬂnLLni'.'l‘l.l"l.I’EII?JJ’II],.*‘Fli_.ILL F T
root  ACL:\Everyone:ALLOWED/O/FULL 3) r

Computer Printers

printer 1: Wpdc-srvisambaxp_printer, shared as: sambaxp_printer

; 1inistrations
Done T T




New wizard feature (upcoming)

@g Choose your configuration

Sam

Samr -‘-"f’
@@% PDC Step 1

Move the cursor

over the fields to o _
get help ! a Wi : Principal Domain’s name equinoxe
In this section, you _
may give to the TLD (Domaine’s suffix) oM
wizard the name of Subdomain (optionnal) paris
your society's
domain

I: previous j If_ Next I
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IDEALX Management Console

> Roadmap and community



Roadmap

IMC (as presented at Fosdem 2005)
« X509 auth. (done), perl tainting (anyone ?)
- mod_perl connector (hack works)

- more loC/code injection improvements (layered
configuration : components wiring, configuration
defaults, site specific parameters, all management by
the same mechanism) (working on it)

Samba Console

* Multiple domain support

- libnet Perl wrapper (even for account creations)
Nagios 2.x integration (Nagios Console)
Bacula console (will be ready for may 12)
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smbldap-tools

What we want to add

 plugin support (add radius attributes, notify other
systems, etc.)

* basic set of tasks (from smbldap_tools.pm)
* async support
« CLI will stay for Unix admins & users

What else would you like in the next version ?
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Target architecture proposal

Samba DC

version 3

v

Mgt Console

smbldap-useradd

CL! interface

— ]

smbldap library

chunk #1
@ ldap_add
T other
.% plugins
notify

OpenLDAP
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Provisioning
Daemon
create home

()

= ssh ...

(O]

o

o
Other agents




Community

Samba Fan ?
Like Webmin ?
Love Perl ?

Then go to http://imc.sourceforge.net/home.html
Mailing-list : Ist-imc@lists.idealx.org

GNU Arch/TLA development archive

Documentation : err.. not much yet...
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