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General Overview




What IS OpenChange?

Provides a MAPI library both for messaging
applications and server

Exchange protocol implementation
No Outiook plugin required
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. OpenChange Origins

EPITECH.

OpenChange company created

OPENCHANGE IS UNDER GPL LICENSE
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___ OpenChange Evolution

BEFORE Samba4 plugin:
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___ OpenChange Evolution

AFTER Samba4 plugin:

developed as a sambad module

Independent source tree
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\OpenChange Evolution

Outlook

SMBD Server

Active
Directory

Exchange classes
and objects
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OpenChange
Store

Providers
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MAPI Glue
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Development Tools




RPCEXxtract

Features:

Payloads found are extracted into separate files

PCAP

ethereal
file

f.. input tethereal filter
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RPCEXxtract

Limitation:

Next release:
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___ Knowledge Base Portal

What'is the KBPortal?

Features
mapidump view:

rpcextract support
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____ Knowledge Base Portal

Which future for KBPortal 2

nttp://kb:openchange.org
Release) of'the SAMBAXP release

Release of KBPortal 1.0
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. What is NSPI

N S P l

resolving names

NSPIl iIs the Iinterface between the client
and the address book provider
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__ Research Process

RPC-NSPI-PROFILE torture test

torture create_exchange user

RPC-NSPI-SCANTAGS torture test
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____ Implementation Status

NhelDLiustimplemented and working

EMSABP provider implemented at 90%:
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Is It working?

Almost (=;
It’s a matter. of days
While'it completes; successtully with

RPC-NSPI-PROFILE ... Outiook Is not that
firiendly.
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MAPI Decoding



___ MAPI Decoding

99% oft MAPI' operations’ are handled
bBY ECDORPC

XOr
Oxad

TDR layer
Some kind of signature algorithm
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Nhat IS Implementea

* We are at the beginning of MAPI
Decoding
* We implemented:
* empiric signature algorithm
e RPC-EXCHANGE torture test
 works until fetching mail headers
from an Exchange mailbox
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Conclusion




e A lot of work (code and research) still
needs to be done

JBUt we;start having resuits:
J0Openthange SAMBAXP release on the way

* And important parts of the underlying work
has been achieved:

* research

e design

* how to plug properly with Samba API



Conclusion

#openchange

openchange-devel@lists.sourceforge.net
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Questions/Comments?




